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# .htaccess (Apache) - add after the https redirect
<IfModule mod_headers.c>

Header always set Strict-Transport-Security "max-age=31536000"

Header always set Content-Security-Policy "frame-ancestors 'self'"
Header always set X-Content-Type-Options "nosniff"
</IfModule>

WordPress (F7-Y0 functions.php) : EF¥1UF1AyS- pP-12

// WordPress (child theme functions.php)

add_action('send_headers', function () {
header('Strict-Transport-Security: max-age=31536000');
header("Content-Security-Policy: frame-ancestors 'self'");
header('X-Content-Type—Options: nosniff');

3);

Apache : N\-Y3yBESORTERT P-09

# httpd.conf / apache2.conf
ServerTokens Prod
ServerSignature Off

PHP : N-Y3VBEESDRTZET P-09

; php.ini
expose_php = Off

WordPress : generator D/\-J3V%[Ed P-09

// WordPress (child theme functions.php)
remove_action('wp_head', 'wp_generator');
add_filter('the_generator', '__return_empty_string');

DNS : DMARC (EX9EERDH) P-13

; DNS TXT record - review the reports first, then tighten step by step

_dmarc.example.jp. TXT "v=DMARC1l; p=none; rua=mailto:dmarc@example.jp"
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